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b. Hostile services may test the agent and oper-
ation by testing the communications channel, See pp. 61-64,
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E. Control

1. KUBARK Control.
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2. Adversary Control.

a. A major weakness of the Communist intelli- .
gence and security service is an inadequate understanding
of the principle that control rests upon an understanding
of the motives of individual agents., Consequently there
is an adversary tendency to pay scant heed to the agent as
a person and to consider him, instead, as an instrument..

(“ In half the KUBARK DA cases studied to date, for example,

- the DA has alleged that his work for the adversary was

totally or partially motivated by duress and fear. No other
element of motivation for serving the opposition is cited by
DA's as frequently, Even after allowance is made for
agent exaggeration, it remains evident that adversary
attempts to achieve control through duress may of them-
selves cause the agent to approach a Western service,
Continuation of hostile pressure on the agent is likely to
create in him attitudes which the KUBARK case officer
can exploit to our advantage.

b. A related weakness in adversary control stems.
from overcentralization. The headquarters of a typical
Communist service exerts tight control upon its field repre-
sentatives, who often relay requirements to agents without
tempering them to achieve some correlation between head-
‘quarters' needs and the agent's access and capabilities,
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Agents who have protested that assigned tasks were im-
possible have sometimes been told, in effect, that the
case officer recognizes the lack of realism but is help-
less., Such an explanation, and the attitude underlying 1t,
militate against effective control, '

c. On the other hand, the adversary services,
and especially the KGB, have at times shown skill in the
manipulation of political motivation for purposes of control,

F. Agent Motivation.

‘1, Analysis of double agent operations has indicated
that there is somewhat more uniformity in the motives of
double agents than case officers have recognized. Clearly,
the reasons why the agent works for KUBARK may not be
wholly identical with his reasons for serving the adversary.
For example, an agent recruited under duress by a Com-
munist service may obey its orders chiefly through fear
and may serve as a double chiefly because of hostility toward
the adversary. But if he is a fearful person, predisposed
to yield quickly under pressure, thén fear of detection and
retribution in the Free World is also likely to play a part
in his performance for us,

Z, According to the statements of DA's and case

_ officers, the following are the principal motives of DA's
for serving KUBARK (the percentages state the number
of agents reportedly thus motivated in comparison with
the total number studied): monetary (77%), political (55%),
pleasure in the clandestine (50%), personal (50%), self-
protection (41%), ideological (23%), fear (23%), and
patriotism (9%). The statements of the same agents and
their case officers about their motives for serving the
opposition show a very different picture: fear (50%),
monetary (50%), pleasure in the clandestine (27%), self-
protection (27%), and personal (14%). No political, ideo-
logical, or patriotic motives for serving a Communist
service were reported in any of the DA cases studied,
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3. An element of rationalization seems to be reflected
in these findings., For example, an agent who finds very
real pleasure in clandestinity per se is likely to be thus
motivated in working for both sides, not just one, Yet
nearly twice as many agents were reported to serve KUBARK
for this reason as were listed under the same heading for
service to the adversary. It seems likely that KUBARK
case officers may consider it somewhat reassuring if an
agent works for us because he likes the game but may find
it threatening if he conducts espionage on behalf of a hostile
service for the same reason,

4. During analysis it was also noted that agents and
case officers had advanced nearly twice as many explana-
tions for KUBARK service as for adversary service, In
a significant number of operations KUBARK case officers
had made no report at all on the agent's reasons for working
for the opposition,

5. Some precepts can be based on these findings:

a, KUBARK should always examine and report a
double agent's motives for engaging in both halves of his
clandestine work,

b. Most peacetime DA's serve both sides for much
the same basic reasons,

c. The examination of motivation should be as'
probing as the case officer can make it, The use of a label,
such as "anti-Communist', is not a substitute for a
searching examination of what makes the agent tick,

d. The case officer who is working with a willing

- DA should be slow to conclude that the agent's esteem for

the case officer plays an important motivational role,
Genuine esteem for others is not common among willing
DA's, although many are adept at creating an impression
of esteem, '
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6. There has been relatively little KUBARK reporting
on unconscious motives, Although lengthy and theoretical
speculation on this subject may be a waste of time, the case
officer's continuing assessment of the DA as a person does
permit him to compare the agent's own statements about
his motives with his actions, which are sometimes clues
to deeper drives, of which the agent may be unaware or
only dimly aware,

7. If KUBARK has accepted jurisdiction of an oper-
ation from a transferring service, that service's recorded
or verbal estimate of motivation should be obtained in as
much depth as possible and should be weighed carefully.
Failing to benefit from earlier insights often leads to a
repetition of errors in handling and control that were made
by the transferring service, '

8. The case officer should determine whether any of
the agent!s basic motives are incompatible with KUBARK's
goals in the operation, He should also consider whether
the DA is looking to KUBARK for satisfaction of a desire
which KUBARK cannot or will not satisfy,

- 46 -

KUBARK INTERNAL USE ONLY




13-00000

i

( KUBARK INTERNAL USE ONLY

V. THE DA OPERATION: SPECIFICS

A, Access,
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2. To Adverséry Targets,

a. In the DA cases analyzed to date each agent has
had believable access, from the viewpoint of the adversary,
to the opposition's targets, This fact, however, seems to
reflect less a-careful program of recruitment than the wide
range of hostile goals listed in Part II, above,

b. The list makes it clear that many of these goals
are counter-intelligence objectives; penetration of Free
World intelligence and security services, obtaining infor-
mation on AIS sponsorship and use of various groups (RFE,
VOA, refugee organizations, etc.), securing information
on the emigration abroad, checking on the fate and location
of intelligence defectors from the adversary service, and
the like, The DA's contact with KUBARK obviously means
that he has some access to one or more of these CI targets.
Sometimes KUBARK case officers have tended to dismiss
this fact lightly by remarking, 'All he knows is my face and
a cover name, ' As the later discussion of KUBARK security
in DA cases makes clear, this observation simply does not
hold for the great majority of these operations., Because
KUBARK normally cannot control the kind and amount of
intelligence and counterintelligence passed to the hostile
service by the double agent, his access to a principal target
of adversary CI makes it mandatory that KUBARK handle
the operation, to the extent practicable, as though the DA
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would tell the opposition everything he learns., Hence the

c. Adversary services test the agent's access to
their targets in a number of ways, The agent is usually
asked to explain in detail how he acquired each significant
item of information and to identify all sub-sources, witting
or not, as fully as possible., In the early phase of the oper-
ation he may be given targets about which the opposition
already knows a good deal, so that substance can be tested
analytically, Other adversary agents may be assigned to
report on him, and various other techniques of surveillance
may be employed, Such adversary testing underscores the
superiority of true access, which permits the agent to
function normally, over hand-outs.

B. Appetite,

l. As was stated earlier, it is useful to determine
the opposition's appetite, as well as goals, as soon as
available information permits. Examination of the record
has shown that the chances of obtaining a net profit from
a DA operation are considerably enhanced if the case officer
continuously assesses the nature and intensity of the
adversary's appetite. If he has a strong desire to get what
the agent's access promises to make available, the adversary
may be inclined toward greater patience with error or delay,
is likelier to plan the operation as long-range, and is more
prone to expose additional assets, for such purposes as
training. Here is another exploitable weakness of an over=~
centralized intelligence service, An inferior reporton a
subject of currently intense interest to the headquarters
may enhance the agent's standing more than a sound report
on a matter given a low headquarters priority.
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2. One indicator of hostile appetite is the sudden
levying of a requirement on a target to which the agent
has no real access. Agents who have protested such
assignments have sometimes been told frankly that head-
quarters pressure had obliged the field unit to give the
task to several agents without regard for access. If the
new target is significant, and especially if widespread
allocation of the target is confirmed by other DA's or

_other means, it is advisable to notify headquarters

expeditiously,

3. As was said earlier, a notional access may awaken

. an ungovernable appetite. The same is true for real access,

and for this reason the KUBARK case officer should attempt
to foresee those topics or areas too sensitive for release to
the opposition and block off the agent's access to them with-
out his knowledge, Otherwise, as has happened, the case
officer reviewing for release a sensitive report already
prepared by the DA may find himself constrained to forbid
its transmission. As a rule, he cannot be sure that the
double agent will respect the prohibition. And there is the
added danger that the adversary service will gain new in-
sights upon learning which items were cleared for passage
and which were blocked, Keeping abreast of shifts in '
hostile appetite will help the case officer to anticipate and
avoid these risks. '

C. Production.

l. For KUBARK.
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A case officer review of this list before the meeting
or its use as a check-~list during the meeting may prove
helpful, Analysis of production in former DA operations
has shown that the number of the above topics on which each
double agent reported ranged from 5 to 18, with an average
of 10, Although this range is obviously dependent upon the

.DA's access and the life~-span of the operation, it also

depends upon the thoroughness of the case officer. Failure
to debrief a knowledgeable DA on predecessor services or

any other item listed above nullifies a principal purpose of
the operation,

2. For the adversary.

a. As noted above, KUBARK must keep careful
records of all classified information released to the DA,
In addition, it is suggested that the case officer keep a log
on all of the DA's reports to the adversary, whether classi-
fied information is included or not. If the DA reports to
the adversary in writing, the case officer should take at
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least two copies of each report before approving it for
release, one to be forwarded to headquarters and the other
to be retained. If the DA reports verbally, the KUBARK
case officer may require him to submit a written version;
or the case officer may elect to write a full account, What-~
ever methods are used, it is important to keep close tabs
on the agent's reporting to the adversary. Such a record
may make it easier to detect a DA's transmittal of un-
authorized information. It will certainly facilitate a com-
parison of hostile requirements and the DA's production

for the adversary and thus make it easier for the case
officer to put himself in the place of his opposite number --
that is, to mirror-read the operation. And finally, in the
broadest sense, KUBARK!'s effective conduct of counter-
intelligence (including deception) requires that headquarters
maintain a current and complete record of all information
known to have reached adversary hands.

b. Despite the general principle that it is almost

: always better to require that the DA obtain on his own the

= information which he reports to the hostile service, some
cases necessitate the release of build-up material, The
twin problems of acquiring such material and obtaining
clearances for its use are easier to solve if the operation
has been developed according to a plan carefully designed
to satisfy specific counterintelligence requirements, -The
ODYOKE military services, for example, will consent to
release much more readily if the potential gain to national
security is demonstrable,

D. Mirror-Reading,
i 1. Throughout the life of the operation the case officer

should consider each development not only from his own
point of view but also from that of his adversary., Only in
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this way can he estimate whether the operation looks
normal to the opposition, whether the agent is making
satisfactory progress, and what action the hostile service
is likely to undertake at critical junctures.

2. Mirror-reading is not merely a process of putting
oneself in the other man's place, It is a process of being
the antagonist, as nearly as is possible, and then viewing
the operation, Therefore the case officer needs to know
as much as he can about the antagonist personally, the
section and base in which he works, his headquarters -=
in fact, his entire service. He also needs to know some-
thing of the typical customs, thoughts, and feelings of the
country which the hostile service represents, Otherwise
the case officer will be a mentally transplanted American,
his mirror-~reading out of focus and his conclusions dis-
torted, The same distortion results from identifying the
adversary service incorrectly. |

3. For the kind of information that allows the case
officer to mirror-read accurately he is partly dependent
on the agent. He needs to draw from the agent all the
details and nuances of the DA's meetings with the adver-
sary, so that he can sense the character of the opposing
case officer and the flavor of his relationship with the agent.
In doing so, the KUBARK case officer must rectify dis-
tortions produced by the agent's personality. The obser-
vation that the hostile case officer is brutal and overbearing,
for example, must be read one way if made by a normally
confident man, another way if expressed by a fearful person,-

4. A knowledge of the service as a whole and of its
headquarters is particularly important for sound handling
of DA operations run against Communist services because
of their characteristic centralization, The operation will
be misread if the KUBARK case officer attributes to his
opposite number decisions actually made at a headquarters
far away.,
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E, KUBARK Security,
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4, As was noted ih Part II, cover must be established
for KUBARK, the case officer, the DA, and agent meetings,
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¢. The double agent!s cover for clandestine work

for the adversary is a problem for the adversary, not
KUBARK, to resolve, But the KUBARK case officer must
consider the agent's cover as a double, In practise DA
cover is nearly identical with cover for DA meetings. As
a rule such cover does not consist of a valid reason for '
overt association, as it may in a positive operation, because
it is necessary to conceal from the opposing service all
indications of AIS association (except under such specialized
circumstances as deception operations), The problem is
more one of concealment than of cover, Selection of a
proper meeting site or sites and training the DA in sound
security practises are the best defenses. Once the adver-
sary service learns that the DA is in touch with the AIS or

( even with an American, the operation may become worse

' ' than valueless.

5. Like other agents, DA!s -~ and especially willing
doubles -~ sometimes tell wives, mistresses, and others
about their clandestine activities for either side or both,
despite all admonitions to the contrary. DA's have been
knwon to exaggerate their roles, in order to impress, and
to confide that they are chiefs of services, undercover
staff members, and the like., Discovering such indiscre-
tions, some KUBARK case officers have merely repri-
manded the agent and continued the operation as before,
leaving the confidant half-in and half-out of the case.[ |
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6. A security check-list is included in Part VIII of
this guide,

F. Adversary Security,

1. As was mentioned earlier, the fundamental principle
regarding adversary security is that the KUBARK case
officer should not interfere. Adversary services have been
guilty of some elementary breaches: meeting agents in
their homes, exposing the clandestine status of agents to
families and friends, failing to provide or even consider
agent cover for trips, using ill-chosen or untrained couriers, -
requiring travel too frequently, and other sins, Fearing
that such practises will expose the operation to local

' security forces, the KUBARK case officer may be tempted

to tighten up his opponent's operation. But intervention

by KUBARK is likely not to save the operation but to blow
it, to local security, the adversary, or both., Our restraint
may permit flaps or near-flaps, from the adversary's view-
point; but experience has shown that unless a flap indicates
that his agent has been doubled, the adversary is not

likely to terminate. On the other hand, flaps do tend to
cause the opposing service to view the agent and oper-
ation with increased scepticism and may produce periods

of inactivity which are profitless for KUBARK, If the -
agent is somewhat sophisticated and aggressive, and if

his relationship with the hostile case officer permits, he
may be told to complain about sloppy handling, In any -
event, the underlying principle remains the same: the
adversary's problems are his, not ours. If rapport is
good, the DA tends to present his KUBARK case officer
with difficulties created for the agent by the opposing
service. And naturally, the case officer must not refer
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the double agent to the adversary so coldly that the DA
feels rebuffed, Sympathy and perhaps non-discernible
material assistance are in order, along with an explan-
ation of why our direct intervention would imperil the
agent,

G. Communications,

1. Adversary Communications.
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2. KUBARK Communications,
a, In the unilateral, post-war, KUBARK DA cases

studied to date, direct meetings between case officer and
agent have been by far the commonest method of communication,
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Although personal contact is slightly more risky than
other methods because it increases the damage that can
be done by a DA who is giving the edge to the opposition,
its advantages are notable, The possibilities for adver-
sary counterintelligence manipulation of the operation

are increased if KUBARK maintains communication solely
by an impersonal means, KUBARK!'s opportunities for
testing the case are largely restricted to testing its
product., For this reason it is especially important in
W/T, S/W, and similar operations to remember that more
than one adversary service may be involved or that the
opposition may not be the service that the circumstances
seem to indicate, Even if the adversary is identified
accurately, KUBARK's inability to assess psychologically,
employ LCFLUTTER, interrogate, or otherwise probe
directly greatly increases the risk of being deceived.

b. Personal meetings are sometimes supplemented
by additional forms of communication, chiefly the tele-
phone, open code mail, and S/W. A fast emergency
channel is essential in most DA operations because the-
initiative rests with the adversary, who may require the
agent to act quickly, If forced to act on his own, because
he cannot reach the KUBARK case officer, the DA may
wreck the operation, .

c. Details of KUBARK's communication channels
with the DA, like other details of our modus operandi,
should be included in the reporting to headquarters. A
primary reason is that such reporting enables headquarters
to study the effectiveness of our methods and to make the
results of such study available to others who can use them.

H., Finances,

1, The key principle in paying DA's is that the
money should be used by the case officer as one of his
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instruments of manipulation and control,
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: 4, Hostile services have more frequently made pay-
‘ments to relatives on behalf of the agent than has KUBARK.
The operational value of such payments depends chiefly on
how the DA feels about the recipient, He may be grateful,
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or he may be uninterested in the recipient's welfare and
inclined to view such payments as involuntary deductions
from his own salary.

5, If the opposition directs the DA to take a trip or
otherwise incur expenses for which he lacks funds, the
KUBARK case officer should be hesitant about supplying
the money. The adversary may be testing. Usually the

" DA should respond by explaining his problem to the

opposing service,

I. Reporting.
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VI. CASE OFFICER'S CHECK LIST

The questions that follow are intended as a check list
to be used by KUBARK case officers to ensure that none
of the essentials of a double agent operation have been
overlooked, '
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